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******* START OF CHANGE *******
[bookmark: _Toc145335307]6.5.3.2	Authorization using oauth client credential flow
If client credential flow is used for authorization of the API invoker by the AEF, the procedures in RFC 6749 [4] shall be followed with the following profile:
-	The access token request message may include the resource owner ID or an indication that the API invoker requests access to its own resources. 
NOTE 1: If the API invoker is on a UE, the CCF obtains its GPSI during authentication. 
If there is no resource owner ID in the token request nor an indication about accessing own resources, the CCF can determine the resource owner ID as the API invoker ID (i.e., the GPSI of the UE) which has been obtained during the authentication of the API invoker by the CCF. It is assumed that authorization information about this usage if available in the CCF.  

Editor’s note: the mapping of API Invoker ID and GPSI is left for stage 3.
-	The CCF shall check whether the API invoker is entitled to consume the API and allowed to access the resources of the resource owner, by using authorization information available in the CCF.
-	If the API invoker is on a UE, the CCF shall check that the UE is accessing its own resources. If the request includes a GPSI and the API invoker is a UE and the GPSI is different from the API invoker ID, then the CCF shall reject the request. If the API invoker is an AF not on a UE, the check is omitted. 

Editor's Note: Further details of the token are left for stage 3, this includes how to differentiate RNAA and legacy tokens
NOTE 2: How to get the authorization from the resource owner and store it in the CCF is out of scope of the present document.
******* END OF CHANGE *******

